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Host’s source address verification based on stream
authentication in the IPv6 access subnet
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(Institute of Cyberspace Security, PLA Information Engineering University, Zhengzhou 450004, China)

Abstract: A cryptographicaly-implemented high-speed source address verification scheme for the hosts in the 1Pv6
access subnet was proposed. The MAC address was used as the identity of the host machine and bounded with the host's
public key. Then the IPv6 address was derived from the host machine’'s public key using the cryptographically generated
address agorithm. The address authenticity was guaranteed by the digital signature and the fast and secure source address
verification for packet stream was achieved through message authentication code algorithm and stream authentication.
The experimental system show that the scheme could ver fy the source addresses of data packets at a loss cost. Thus, it is
asecure and feasible scheme.
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